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Introduction

Secure computation is a cornerstone of modern cryptography. It allows mutually distrusting parties to
compute arbitrary functions on their private inputs, revealing only the outputs of the computation while
hiding all other private information [Yao86, GMW87, BGW88, CCD88].
With the emergence of quantum computers, it becomes important to understand the landscape of secure
quantum computation over distributed, private quantum (or classical) states. Specifically, our work focuses on
the two party setting, where Alice and Bob hold (possibly entangled) quantum inputs x𝐴 and x𝐵 respectively,
and would like to evaluate a quantum circuit 𝑄 on their joint input (x𝐴 , x𝐵 ). The output is of the form
𝑄(x𝐴 , x𝐵 ) = (y𝐴 , y𝐵 ), so at the end of the protocol Alice and Bob hold the (possibly entangled) output
states y𝐴 and y𝐵 respectively. One of the most practically relevant properties of a two-party computation
protocol is its round complexity, i.e. the number of rounds of interaction between Alice and Bob. In this
work, we make substantial progress on the following question:
How many rounds of interaction are necessary for general-purpose two-party quantum computation?
Our work studies this question in the setting of malicious attackers. We would like to ensure that a
malicious Alice (resp. Bob) who may arbitrarily deviate from the protocol specifications (1) can only hold
information that is efficiently computable from either her input or output at any point during the protocol
execution, and (2) cannot cause Bob (resp. Alice) to obtain an incorrect outcome of the protocol without
being detected. These guarantees are formalized via a simulation-based security notion, which requires that
no adversary can recover any information in the real world that it cannot recover in an ideal world where it
simply hands its input to a trusted party who then returns the output.
The problem of secure quantum computation on distributed quantum states has a strong tradition in the
quantum cryptography literature. It was first studied by [CGS02, BCG+ 06], who obtained unconditional
maliciously-secure general multi-party quantum computation with honest majority. The setting where half
(or more) of the players are malicious requires computational assumptions due to the impossibility of unconditionally secure quantum bit commitment [May97, LC98, DSWK06]. In the computational setting, [DNS10]
gave a two-party quantum computation (2PQC) protocol secure against the quantum analogue of semi-honest
adversaries (specious adversaries); this was later extended to the malicious setting by [DNS12]. A recent
work of [DGJ+ 20] constructed maliciously-secure general multi-party quantum computation with dishonest
majority from any maliciously-secure post-quantum classical MPC. Importantly, all of the above protocols
have round complexity polynomial in the size of the quantum circuit.
In this work, we show that various flavors of maliciously-secure two-party quantum computation are
possible in two or three rounds, in a setting where parties have access to a common random string (CRS).
Along the way, we give a two-message protocol in the setting where only one party receives output —
a quantum analogue of Yao’s celebrated two-party computation protocol [Yao86] in the malicious setting.
Additionally, we study barriers to achieving two-round secure computation where both parties obtain output,
which are inherent to the quantum setting.1
1 Indeed,

two-round protocols are known from minimal assumptions in the classical setting.
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1.1

Our Results

As mentioned, we consider the setting of two-party quantum computation where parties have access to a
trusted setup, like a common random string (CRS). We study two possible models of interaction: (1) the
sequential messages model, where only one party speaks in each round (i.e. Bob sends a message to Alice, in
the next step Alice sends a message to Bob, and so forth), and (2) the simultaneous messages model, where
in each round both parties simultaneously send messages to each other (i.e. Bob’s round 𝑖 message does not
depend on Alice’s round 𝑖 message, and vice versa).
Recently, [BY20] introduced and constructed quantum garbled circuits. As an application, they describe
a general-purpose three-message 2PQC and conjecture its security against specious (semi-honest) adversaries
(a formal proof of security was outside the scope of their work). The starting point of our work is a garbling
technique sketched in [BY20, §2.7], which the authors present as a simpler alternative to their main quantum
garbled circuit construction. While this alternative construction sacrifices some of the efficiency guarantees
of the main construction in [BY20], it enables classical garbling of quantum circuits. This feature turns out
to be crucial for our constructions of maliciously-secure 2PQC.
First Result: A Round-Optimal Protocol in the Sequential Messages Model. Our first result is in
the setting of sequential messages, where we obtain a 3-message protocol for two-party quantum computation,
assuming post-quantum OT. This round complexity is optimal for the sequential message setting.
Theorem 1.1. (Informal) There exists a 3-message (resp. 2-message) protocol for two-party quantum
computation in the CRS model that delivers an output to both parties (resp. one party). This protocol satisfies
simulation-based security against malicious adversaries assuming the existence of post-quantum maliciouslysecure two-message oblivious transfer with straight-line simulation in the CRS model (which is known from
the quantum hardness of learning with errors (QLWE)).
We note that (two-message) secure computation of general two-party quantum functionalities where
exactly one party obtains output implies (two-message) zero-knowledge arguments for QMA as a special
case. Recall that zero-knowledge arguments for QMA allow a prover to convince a verifier of the validity
of a QMA statement while revealing no additional information about the quantum witness. An important
goal in the study of zero-knowledge protocols is to minimize interaction; while post-quantum non-interactive
zero-knowledge (NIZK) arguments for NP are known in the CRS model [CCH+ 19, PS19], the analogous task
for QMA remains open. Given the apparent difficulty of constructing NIZK arguments for QMA, many recent
works have focused on this problem in the preprocessing setting [BG19, CVZ20, ACGH19, Shm20]. One such
setting considers designated-verifier NIZKs, where the prover and verifier share a common uniformly random
string, and the verifier generates a public key that the prover must use to generate proofs; verification is
private and requires the corresponding secret key.
We show that the techniques underlying our malicious 2PQC also imply (reusable) malicious designated
verifier (MDV-)NIZKs for QMA in the CRS model. The “malicious” requirement asks that zero knowledge
hold against verifiers that generate the public key maliciously, and the “reusable” requirement states that
soundness holds for multiple proofs (of potentially different statements) computed with respect to the same
setup, even when the prover learns whether or not the verifier accepted each proof. This is referred to as
multi-theorem security in [Shm20]. In order to obtain reusable security, we instantiate our protocol with
a reusable classical two-party computation protocol. Such a reusable 2PC can be based on post-quantum
OT (of the type needed for Theorem 1.1) plus a reusable MDV-NIZK for NP, which is known from QLWE
[LQR+ 19]. We therefore also obtain the following.
Theorem 1.2. (Informal) There exists a reusable MDV-NIZK for QMA with a classical CRS and classical
proving key assuming the existence of post-quantum maliciously-secure two-message oblivious transfer with
straight-line simulation in the CRS model, plus post-quantum reusable MDV-NIZK for NP (both of which
are known from QLWE).
The only two previous results to achieve reusable designated-verifier NIZKs for QMA are by Shmueli [Shm20]
and Alagic et al [ACGH19]. The former is in the CRS model and assumes sub-exponential security of QLWE,
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while the latter is in the quantum random oracle model (QROM), and also assumes sub-exponential security
of QLWE. Crucially, both of these results require the QMA prover to have access to many copies of the QMA
witness. We achieve reusable MDV-NIZK for QMA that only requires the prover to be in possession of a
single copy of the QMA witness.
Second Result: A Two-Round Protocol with (Quantum) Preprocessing in the Simultaneous
Messages Model. As discussed above, the other natural model is that parties communicate in rounds,
and both players may simultaneously send each other a message in every round. In this simultaneous message
model, the three-round lower bound discussed above is inapplicable and two-round protocols may conceivably
exist (although one-round protocols cannot).
Our first result in this setting is a two-round protocol in a preprocessing model, where both players
participate in an “offline” preprocessing step without knowledge of their inputs. Once inputs are available,
the “online” phase of the protocol requires just two rounds of interaction (with simultaneous messages). We
obtain the following:
Theorem 1.3. There exists a protocol for two-party quantum computation with two simultaneous rounds of
communication in the preprocessing model, assuming the sub-exponential quantum hardness of learning with
errors (QLWE).
In fact, we construct a three-round protocol in the CRS model with only two rounds of online communication, which implies the above theorem. A crucial ingredient that allows us to remove one round of online
communication is quantum teleportation. To prove security of our protocol, we develop a novel delayed
simulation technique, which we call “simulation via teleportation”, and may be of independent interest.
Third Result: Barriers and Approaches to Two-Round Protocols with Simultaneous Messages
in the CRS Model. A natural next question is whether we can remove the preprocessing step. In other
words, we ask: in the simultaneous message model, is it possible to construct a two-round maliciously secure
2PQC protocol with just a common random string (CRS)?
This appears to be a fairly challenging question, and we do not fully resolve it in this work. However,
we provide both negative and positive partial results, which we hope will lead to future progress on this
question.
Theorem 1.4. (Informal) Under the conjecture that there exists a quantum functionality that does not admit
an instantaneous nonlocal quantum computation protocol with polynomial-size pre-processing, there exists a
quantum functionality that cannot be securely computed in two rounds in the classical CRS model with an
oblivious simulator.
Towards getting around this potential barrier, we give a proof-of-concept construction of a protocol with
non-oblivious simulation. Specifically, we assume a (strong) form of VBB obfuscation for quantum circuits
that contain unitary and measurement gates, where the former may be classically controlled on the outcome
of measurement gates. We point out, however, that VBB-obfuscation of circuits with measurement gates
is potentially even more powerful than the VBB obfuscation for unitaries that was formalized in [AF16]
(further discussion on this is available in the full version). Under this assumption, we obtain a two-round
two-party secure quantum computation protocol in the CRS model.
Theorem 1.5. (Informal) Two-round two-party secure quantum computation in the CRS model exists assuming a strong form of VBB or ideal obfuscation for quantum circuits as discussed above.
We remark that while there exist (contrived) examples of functionalities that cannot be VBB obfuscated [AF16, ABDS20, ALP20], it is still plausible that many quantum functionalities can be obfuscated.
However, without any candidate constructions of obfuscation for quantum circuits, we stress that our result
should only be taken as a proof-of-concept.
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