QuantumWeak Coirirlipping

an analytic solution

Atul Singh Arora Joint work with Jerémie Roland and Chrysoula Vlachou



A four-slide summary Motivation Problem Statement

Prior Art Contribution Conclusion

n analytic solutio



A fourslide summary



e &7
' = ': €9 -

: <= | NHoadse = Alice Se_\is e car
Ueads Heads Taile = Bolo ﬂe{-s e car

(S‘b’oﬂay Co'm ﬁ(iPP‘\“j: Wl\o ‘Dd—S %kc Car%: A(ic@ and Rob wish o Qﬁree oNn
random  bit remo‘fe(j andd  without
'{:vus*lﬁnj each ofher.
+

Weak (oin Chpptnﬁzgc,u\ ot the @av © Alice wants Heads O o’
ok wante Taile o 7|

Proglem STATEMENT



NTS" a\l co\n:('(iﬁ)if\j Pro*H)co(s are  born <Secure .

o \:'\Sure of merit of a CF ?ro"roct)ll biag = ¢

| . QO
i . _{
i e
€

perfectly cecure

N
completel 9 com‘xom'\ced

Fiecure ae Mear



clagsical

Z e
Ms o
ey
-(‘("‘.--- "‘k.,)’) -F(n,.. .."'B,A-s)
. v
€ =0§ A

(‘Mltsi.e-g. wnqua'h‘oul herdness ascamptions are made)

Crate OF THE ART




Say € s lower ounded by £ -L . [Kitaev "03)

WCE ® 0

il
/ F .
jé“‘ _\G_=°““'-- [Hockon 'OS'-&

(o]
<
&
_— O
9

[ 1
Mochon '07 W € >0 5 Caew ]
Aharonov, 216 (exictence) =
(hailloux , . € — O (Auw\cﬁc«\ 6\‘501\“\”')
i C\omg, Kegenldit, Ha)nmj € —0 r*] AM(T(_;C go("

(«Pro'ioco's)

Crate OF THE ART



Motivation



Cecute  Two - Par(—-] Compu‘ta:("fﬁh
(Secwre Function Evaluation)

!
Obliviopus  Transfer

U

. ian 14 “cqgaivocation

! ft o BC has extvachon

J - @uan“‘u"\‘_l} (Dav'\jm d, Fehr, Lunemana, Calvail, SchafEner 'oq]
Kerenidis 014, il &Ct COMMH'MCt\t T_mpossib(e &uan‘i‘um‘«l [f‘\ejus "l't,
Chailloux " Lo Chaa 97]
imal  but nececaaril

or:()e({.“t ] (Sfmr\j) Coin F“P?““ﬁ | Tapossible (€= _‘Fz -’-g_-) [ Kitaev 03]
S
impocsible classically L Weak  (Coin Fhfp‘mj Possible  but {m&o{o( mi;gmg

(without Larther ascum pH ons)

L rHUPTOEREPHY / Secuee TPy Conpommon



Cimple +o statec

Dicktr tbutipon of

Roth  honest

oo + lu
2

e,y\’('ans (em&r\‘l'

4+

vondomness

Ore honest, cther

(oot loal
2

cheats



Problem Statement



Situations

| Honest player: A player that follows the protocol exactly as described.

Alice Bob Feature
I Honest Honest Correctness
I Cheats Honest Alice can bias
I Honest Cheats Bob can bias
I Cheats Cheats Independent of the protocol

I Biasof a protocol: A protocolthat solvesthe CHoroblemhasbias if neither player
canforcetheir desiredoutcomewith probabilitymorethan %2+ .



Situations |[Weak CF

NB. For WCF the players have opposite preferred outcomes.

Alice Bob Pr(A wins) Pr(B wins)

| Honest Honest P, Ps—1-P,

I Cheats Honest P 1 =Py

I Honest Cheats e : Pg
Bias « px oo 1

smallest € s.t. P4, Pp < 5 + €
1

NB 0<e<



Situations | Weak CFRlip and declare

I Protocol: Alice flips a coin and declares the outcome to Bob.

Alice Bob Pr(A wins) Pr(B wins)
I Honest Honest Py=1/2 Pg =1/2
I Cheats Honest Py =1 1=Py=0
I Honest Cheats 1-Pp=1/2 P;=1/2

: 1
I Blas smallest € s.t. PZ,PE < 5 + € — € =
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Kitaev | Three Equivalent Formalisms

Protocol + lectificate (cvr moaiy)
(con>+m¢-hvc) 4|/ ’ﬁ Q\on- (.ovl.vhrw.ﬁvc) (n“mcﬁml a(jothm:EMA\ [Alzw ,H]
(T‘ame lsepeném’c) PD\\ n‘t [Ul mes

(( onstracth ve)\l ,lT Cconstructive)
TIPGs

(ﬂme 'Irde')gndeat PO'N\{ Ad W\é$)

REVIEW OF M%HON/K&T&EV/ACGKM
206 "03 16



Protocol + Cectificate (cor aainy)
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Kitaev| Protocol o sy Port lares
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TIPGs
(Thu Tnleruhut Porat ‘aus)

B Variables involved: p, U

| Two SDPs
e P} isan SDP in pp: P; = max(tr(Ilapg))
s.t. the honest player (Bob) follows the protocol.

I e Similarly for Pg;.

I Dual p <> Z, max <> min, P* = max <> P* < certificate



Protocol + Cectificate (cvr maaity)

(constructwe) ,& 'ﬁ (non- Convirutive)
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TIPGs
I Time Dependent Point Game (TDPG): (Tme Toepndet Pisk hamed)

A sequence of frames (frames = points on a plane) such that

I e Starts with points at (0,1) and (1,0) with weight 1/2.

(o,l) .‘/7,

e Consecutive frames: along a line, for all A > 0

. Az Az X )
. “ - < | ,I. ¢
Vidrows” 3 o3 M 2

I e Ends with a single point (3, «).

I Claim: For a valid TDPG there is a protocol with P} < a, P5 < 3.

Technique: Operator monotone functions.



Kitaev| TDPG Malid Moves
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Kitaev| TDPG Malid Moves
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Kitaev| TDPG Example

Merge (ng, — 1):

(zg) < @ Pt 1 @i e

Split (1 — np):

1 <1> .
_Z - |

P, = |
Raise (ng, = np — np): ” 1

Tg; < Th, The flip and declare protocol!



Kitaev| TDPG Example

Merge (ng, — 1):

(zg) < mp,

Split (1 — np):

22 ()
_Z S
Lq Ih

Raise (ng, = np — nyp):

Tg, < Th,
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Spekkens Rudolph protocol (PRL, 2002)

1




Kitaev| TDPG Example

Merge (ng, — 1):

(zg) < mp,

Split (1 — np):

22 ()
_Z S
Lq Ih

Raise (ng, = np — nyp):

Tg, < Th,

2

A
—~ ]
—~
-~
R
~ 34+

Best known explicit protocol until "18:
Dip Dip Boom (Mochon, PRA ’05)



Protocol + Certificate (cxr vy
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KltaeV‘ TI PG (Time Bepenturt) POVNY lames

((md'uﬁu)\l K} Comstrusiive)

TIPGs
(“M Tnhruh-\t Port ‘angs)

Time Independent Point Game (TIPG):
e Key idea: Allow negative weights

o h(z,y),v(z,y) s.t.
h + v = final frame - initial frame

h, v satisfy a similar equation.

Claim: For a valid TIPG there is TDPG with almost the same last frame.

Technique: Catalyst state.



Mochon| Nearperfect WCF Is possible

e Result: Family of TIPGs that yield

where 2k = number of points involved in the non-trivial step.

e k& =1 yields the Dip Dip Boom protocol (e = 1/6) protocol.
e Technique: Polynomials.

Image taken from E. Pelchat’s Master Thesis



Mochon| Valid moves and valid functions
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Mochon| f-assignmentgcont.)

Lemma: All {—acs‘u:\v\w\e-\'\'s are valid —FuncHons.

Tlastroation:  Mochon Po],rt- game a{?PfOO‘C'\\ﬂj
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