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The Random oracle model (ROM) is a fundamental concept in cryptography that has enabled efficient security
proofs for crypto systems of practical interest. As the name indicates, a random oracle is a function O drawn
uniformly at random from the set of all functions with a desired domain and range, and all parties in a cryptographic
protocol (including adversaries) can access it through an interface that on input x outputs O(x).

The ROM often allows for conceptually simpler and often tighter proofs than the standard model (i.e. without
oracles / idealized assumptions). Importantly, up to this date, no natural cryptosystem with a security proof in in
the ROM has been broken when the random oracle is replaced by a cryptographic hash function.1

With the advent of quantum computing, and the possibility of quantum adversaries, the ROM had to be
generalized: In this scenario, a quantum adversary interacts with a non-quantum network, meaning that "online"
primitives (= functions that can only be computed by the honest participants) stay classical, while the adversary
can compute all "offline" primitives (like hash functions) on its own, and hence, in superposition. To account for
these stronger capabilities, the quantum-accessible ROM (QROM) was introduced [4]. However, it unfortunately
does not come with some advantages of its classical counterpart:

Lack of conceptual simplicity. QROM proofs are extremely complex, since many of the useful properties of the
ROM are not known to translate directly to the QROM.

Tightness. Many security proofs that are tight in the ROM are not known to hold in the QROM.

Although it was expected that a proof in the ROM would imply security in the QROM, up to polynomial
factors, recent results [20] present schemes which are provably secure in the ROM and insecure in the QROM. As
a consequence, presenting QROM proofs is crucial to establish confidence in a post-quantum cryptosystem.

A very useful technique of the (classical) ROM is to adaptively reprogramm the oracle: In the security proof,
a reduction can simulate the O towards the adversary A. This allows the reduction to pick a random point x and
reprogram the value O(x) to a fresh random value, after A already made queries to O. It is not hard to see that A
will likely not notice the change of the value of O(x), unless A performed essentially as many queries as the size of
the domain of O. The key argument here is that if A does not query O(x∗), it has no information about it.

The ability to query an oracle in superposition renders this formerly simple argument more involved. Intuitively,
a query in superposition can be viewed as a query that might contain all input values at once and therefore the
very first answer of O can contain information about every value O(x). It hence was not clear whether it is possible
to adaptively reprogram a quantum random oracle without causing a change in the adversary’s view.

Previous works used different techniques to replace adaptive reprogramming in the quantum setting, such as
variants of Unruh’s one-way-to-hiding (O2H) lemma [19, 10, 14], or “history-free” proofs [4, 15, 18, 13]. However,
using the O2H lemma leads to non-tight security proofs, damaging the efficiency of candidate replacements for
quantum-broken cryptographic protocols that are currently run millions of times per second. History-free proofs
do not always exist and if they exist, they are tailor-made proofs that must be examined case by case, being
conceptually much more complicated. In addition, they might come at a cost in terms of runtime (as is the case
in, e.g., [15]). Hence, in this work we are interested in the fundamental question:

Can we tightly prove that adaptive reprogramming can also be done in the quantum random oracle model?

The main contribution of our paper is a strong positive answer for the previous question. More precisely, we
prove a lower bound on the quantum query complexity for detecting reprogramming on a random oracle and we
show that this lower bound is tight, up to constant multiplicative factors. We remark that with our result, we not
only prove the security of cryptographic contructions of practical interest (some of them being in the final round
of the NIST standardization competition for post-quantum cryptography [17]), but we also develop technical tools
on query complexity that might have other applications in quantum cryptography and algorithms.
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Our contribution. Before we describe our result in more detail, we briefly explain the reprogramming setup. As
established in [4, 3], the quantum access to a random oracle O : X → Y is modeled via an oracle access to a
unitary UO, defined as |x〉X |y〉Y 7→ |x〉X |y ⊕ O(x)〉Y . The adversaries A have access to O via applications of UO,
interleaved with arbitrary unitaries (that we keep implicit for now).

While we prove a result for a very general reprogramming setup in our paper [12], we focus on a simpler special
case here for ease of presentation. We characterize the distinguishing probability of an adversary A by its ability
to distinguish two experiments Repro0 and Repro1. In Repro0, we consider the case where O is reprogrammed
at R points, and A has access to the oracle as follows:

1. A makes q queries to the random oracle O.
2. For r from 2 to R:

(a) The values x̂r ∼ X and ŷr ∼ Y are picked uniformly at random, and we define O(r)(x) = O(r−1)(x) for
x 6= x̂r and O(r)(x̂r) = ŷr.

(b) A learns x̂r and then makes q queries to the O(r).

3. A measures her internal state and outputs a bit.

Repro1 follows the same structure as Repro0, but the random oracle remains intact, i.e. O(r)(x) = O(r−1)(x)
for all x ∈ X and 1 ≤ r ≤ R. We are able then to prove the following:

Adaptive reprogramming theorem. Let X, Y be some finite sets, and let D be any distinguisher, issuing
R many reprogramming instructions and q many (quantum) queries to O : X → Y . Let q denote the number of
queries to O that are issued inbetween each potential reprogramming steps. Then∣∣∣Pr[ReproD

1 ⇒ 1]− Pr[ReproD
0 ⇒ 1]

∣∣∣ ≤ (R+
1

2

)√
q

|X|
.

The above theorem constitutes a significant improvement over previous bounds. In [19] and [10], a bound
proportional to q√

|X|
for the distinguishing advantage in similar settings and in [14], a bound proportional to q2

|X|

is claimed, but that seems to have resulted from a “translation mistake” from [10] and should be similar to the
bounds from [19, 10].

As previously mentioned, the theorem that we prove is actually more general than stated, allowing A to have
partial control of the distribution from which each x̂r is picked, with the only requirement that such a distribution
must have high-enough entropy (being possibly different at each reprogramming step). In this case, where A has
some partial information about the (potentially) reprogrammed values, we obtain the same bound, with |X|−1
replaced by the min-entropy of the reprogrammed position.

To prove (the generalization of) the above theorem, we employ Zhandry’s superposition oracle technique to
translate the distinguishing probability between the games to the task of distinguishing two quantum states. We
remark that this reduction from distinguishing oracles to distinguishing quantum states might be of independent
interest.

Crucially, we also show that our lower bound is tight, presenting a quantum attack that matches it, up to a
constant factor. For simplicity, we restrict our attention to the simple case where O is potentially reprogrammed
at a single random position x∗ resulting in a new oracle O′. In addition, we set X = Y = {0, 1}n, again for ease
of exposition. Consider an attacker that is allowed q queries to the random oracle, learns a value x∗ and peform q
extra queries to O/O′.

A classical attack that matches the classical bound for the success probability, O(q · 2−n), is the following: pick
values x1, ..., xq and compute the XOR of the outputs O(xi). After the oracle is potentially reprogrammed, the
attacker outputs 0 iff the checksum computed before is unchanged. This attack makes 2q queries, and runs in time
O(q) and space O(n).

In order to match the quantum lower bound in similar time and space complexity, we propose a quantum
checksum technique, which consists of the classical attack but on a superposition of tuples of inputs: the attacker
queries O with the superposition of all possible inputs, and then applies a cyclic permutation σ on the input register.
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This process is repeated an additional q − 1 times, on the same registers. After the potential reprogramming, we
repeat the same process, but now applying the permutation σ−1 and querying O′. Using techniques from [1], we
show how to distinguish the two cases with advantage Ω

(√
q
2n

)
in time poly(q, n). We think that this “quantum

checksum” technique might find other applications in the design of quantum algorithms, e.g. for the element
distinctness problem.

Applications. We go on to demonstrate the applicability of our tool with three examples.
First, we show a tighter analysis for the hash-and-sign construction that takes a fixed-message-length signature

scheme and turns it into a variable-message-length signature scheme by first compressing the message using a hash
function. With our technical result, we can tighten a recent security proof [5] for message-compression as described
for XMSS [6] in the standard RFC 8391.2 Our new bound shows that one can use random strings of half the length
to randomize the message compression in a provably secure way.

Secondly, we tighten the security of Fiat-Shamir signature schemes, improving quantitatively and qualitatively
the analysis from [15].

• Our security proof is conceptually much simpler: while in [15], the random oracle is patched a priori with
message-dependent randomness using additional machinery like pseudorandom functions, our result follows
by a simple (but careful) application of our lemma, i.e. by patching the random oracle a posteriori.

• While the technique from [15] causes a quadratic blow-up in the reduction’s running time, which renders it
non-tight in all practical aspects, we obtain a reduction that is tight with respect to running time.

• While the approach in [15] requires additional assumptions that prevent an application of their analysis to
certain concrete constructions like e.g. the alternate NIST candidate Picnic [8], our technique works under
very general circumstances, supporting e.g. a security proof for Picnic.

Our third application concerns stronger notions of security of signature schemes. When it comes to real-world
implementations, the security of signature schemes should take into account further types of attacks. For instance,
an adversary interacting with hardware that realizes a cryptosystem can try to induce a hardware malfunction,
also called fault injection, in order to derail the key generation or signing process. Although it is not always
straightforward to predict where a triggered malfunction affects the execution, it is well known that even a low-
precision malfunction can seriously injure a schemes’ security. In the context of the ongoing effort to standardize
post-quantum secure primitives [16], it hence made sense to affirm [17] that certain additional security features are
desirable. These include, amongst others, resistance against fault attacks and biased randomness generation. With
our reprogramming lemma, we generalize the result of [2] from the ROM to the QROM. In doing so, we show for
the first time that the hedged Fiat-Shamir construction is secure against biased nonces and several types of fault
injections, in the QROM. This result can for example be used to argue that alternate NIST candidate Picnic [8] is
robust against many types of fault injections, even in the quantum setting.

We would like to remark that the above list of examples is non-exhaustive, and other schemes will also benefit
from (variants of) the mentioned security reductions. Schemes that are amenable to our security reductions include
e.g. the NIST finalist Dilithium [9], and a number of other post-quantum digital signature schemes.
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